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DATA IS THE NEW
GOLD




Google Analytics

Account Property

My Store My Store

Site Traffic

B Sessions

5,000

View

All Web Site Data

Sep 23 Sep 24 Sep 25

Users by Country

Start Date

09/21/2014 09/27/2014

Average Page Load Times

Bl Avg. Page Load Time (sec) Sep 26, 2014

Avg. Page Load Time (sec): 5.41
6.0

Sep 21, Sep 22, Sep 23, Sep 24, Sep 25, Sep 26, Sep 27,
2014 2014 2014 2014 2014 2014 2014

Pageviews by Browser

B Chrome | Safari Firefox |l Internet Explorer |l Android Browser
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DON'T BE A TROJAN




HTTPS://NLTIMES.NL/
2018/03/08/NUDE-VIDEOS-
DUTCH-HANDBALL-TEAM-
LEAK-ONLINE-SAUNA-
CAMERA-HACK

NUDE VIDEOS OF DUTCH HANDBALL TEAM

LEAK ONLINE AFTER SAUNA CAMERA HACK

By Janene Pieters on March 8, 2018 - 09:41
AN

Sauna. Photo: Todtanis /7 Wikimedia Corrimons

Videos of the Dutch women's handball team naked in a dressing room of sauna Oase in Nederasselt, were
posted on a popular porn website for several hours in December. According to sauna owner Erik van Ingen
Schenau, the surveillance cameras were hacked, the Gelderlander reports.

Criminals hacked the surveillance cameras in 2015, but only posted the footage online late last year. The
hackers immediately told the owner that the cameras were hacked. "l received a mail containing a photo, a

M a video of one of the se i ameras” ne s3id to the hewshaner "With the warnine that the




Doctor Google will see you now
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HTTP://WWW.ALPHR.COM/
HEALTH/1005587/THE-NUMBER-
OF-PEOPLE-ASKING-GOOGLE-
FOR-MEDICAL-ADVICE-HAS-
SKYROCKETED-IN-A-DECADE
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CYBERCRIME

REAL THREAT
AND IT IS GROWING

ORGANISED AND PROFESSIONAL
IT'S A BUSINESS

RISKS ARE LOW
WE ARE NOT READY

LOT OF MONEY INVOLVED




HOW PROFITABLE IS CYBERCRIME?

Bank of Iraq Heist (2003)
1 Billion dollars

US Military and Defence Expanses
(2015)
600 Billion dollars

Cyber crime damage world wide
(2016)
3 Trillion dollars




INTEGRITY




BUT NOW WE HAVE
GDPR. . .RIGHT?!




WATCH THIS HACKER
BREAK INTO
MY CELL PHONE ACCOUNT
IN 2 MINUTES

HTTPS://FUSION.TV/STORY/281543/REAL-FUTURE-EPISODE-8-HACK-
ATTACK/?CURATOR=TECHREDEF KEVIN ROOSE - 24 FEB 2016



https://fusion.tv/story/281543/real-future-episode-8-hack-attack/?curator=TechREDEF
https://fusion.tv/story/281543/real-future-episode-8-hack-attack/?curator=TechREDEF

Bankof America <z

I\ Onderwerp: Reset iConnect WiFi instellingen

nline Banking account,

Naomi Suru

Dear Beloved Frie g MenS & Middelen ‘T POrtaal

| know this messad Rabobank
business relations
| am Miss Naomi S

murdered during t .
J W Beste Simon |,
was a strong supp

Meanwhile before ] Yanwege onderhoudswerkzaamheden zijn jouw inloggegevens gereset. Om ook in de
USD4, 200,000.00| toekomst gebruik te kunnen blijven maken van Wifi vragen wij je om de
West Africa for salfjn]oggegevens binnen 48 uur te updaten. Maak daarvoor gebruik van de volgende

| am here seekingy,. , . ;
trustworthy personj LLIK: 1Connect WIFI Access Point Setup .

my parent's and | § Met vriendelijke groeten,
purpose. ITN Infra Support

Please | will offer
transfer the fund uff “«
country due to the
medical student bé
email:missnaomis
Remain blessed,
Miss Naomi Surugaba.

count indefinitely, as
ion in this manner.

Rabobank disclaimer: http://www.rabobank.nl/disclaimer
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HELLO

my name Is

/Vew Q‘L% THE “NEW GUY"




DEVELOPMENT

SECURITY BY DESIGN







SUFTWARE DEVELOPMENT
OVER TIME




DON'T BE A TROJAN

STAGE 1 - BUILD A NICE CLEAN SYSTEM




DON'T BE A TROJAN

STAGE 2 - A LITTLE ADDITION




DON'T BE A TROJAN

STAGE 3 - A COMPLETE NEW FEATURE ON TOP




DON'T BE A TROJAN

STAGE 4 - EXPANDING WITH A NEW SCOPE
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DON'T BE A TROJAN

STAGE 5 - AND NOW WE WANT T0 RULE THE WORLD

m—



EXAMPLE

CREATE PROFILE PROFILE

-

UPDATE PREFERENCES 9 - UUID

GET PROFILE BY UUID ) - LIST OF PREFERENCES




EXAMPLE

PROFILE
CREATE PROFILE 9

- UUID
UPDATE PREFERENCES 9

- EMAIL

GET PROFILE BY UUID 9

-

- LIST OF PREFERENCES

SECURED LOGIN

CLAIM A HOUSE 9 MyHOUSE
_UUID
UPDATE YOUR HOUSE 9
- HOUSE ADDRESS

FIND ALL HOUSES - HOUSE PICTURES

-



EXAMPLE

PROFILE
- UUID
- EMAIL

GET PROFILE BY UUID 9 - LIST OF PREFERENCES

MyHOUSE

- UUID (EXPOSED)

FIND ALL HOUSES 9

-

- HOUSE ADDRESS
- HOUSE PICTURES




WHAT DATA IS EXPOSED
[0 THE OUTSIDE WORLD
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DAIA LEAR?



WHO WAS EXPOSED?
HOW LONG WAS IT THERE?

WHAT WAS THE IMPACT?
WHAT KIND OF DATA IS LEAKED?

AM [ AVICTIM?




106 EVERYTHING



BUT WHAT ABOUT
ClICD ?




AUTOMATED SECURITY
TESTS




087

<exclusions>
<exclusion>
<groupIld>commons-logging</gqroupld>

<artifactId>commons—-logging</artifactId>

</exclusion>
<exclusion>

<artifactId>commons~beanutils</artifactId>

</exclusion>
</exclusions>
</dependency>|
<dependency>
<groupld>net.sf.dozer</groupld>
<artifactId>dozer</artifactId>
<version>5.4.0</version>
<!=- 5.5.0: separate dozer-spring artifact -->
<exclusions>
<exclusion>

P BN RN N EE u

</exclusion>

</exclusions>

</dependency>

<dependency>
<groupId>javax.ws.rs</groupld>
<artifactId>jsr3ll-api</artifactId>
<scopesprovided</scope>

</dependency>

<dependency=
<groupId>javax.ws.rs</groupld>
<version>${§§;§égéQ§fé§ééfélversion>

</dependency>

<dependency>

IIIIIIIIIIIIIIIIIIIIIIIII

<version>${jersey.version}</version>
<type>pom</type>
<scope>import</scope>

</dependency>

<dependency>
<groupId>org.hibernate</groupId>
<artifactId>hibernate-validator</artifactId>

<version>${hibernate-validator.version}</version>

</dependency>
<dependency>

DEPENDENCIES

WHAIS IN 1T



CODE REVIEW



DON'T BE A TROJAN

CODE REVIEW

@GetMapping(path="/all")
public List<MyHouse> getAllHouses() {
return MyHouseRepository.findAll();

J

public class MyHouse {
@Id private String id;
private Date creationDate;

orivate Date modificationDate;
private String userld;

private String street;

private Integer number;
private String zip;

private String city;



DON'T BE A TROJAN

CODE REVIEW

@GetMapping(path="/all")
public List<MyHouse> getAllHouses() {
return MyHouseRepository.findAll();

J

public class MyHouse {

@Id private String id;

private Date creationDate;

private Date modificationDate;
@Jsonlgnore private String userld;
private String street;

private Integer number;
private String zip;
private String city;



DESIGN T0 BE
COMPROMISED




TEXT

PASSWORD PROTECTION

» Use a password policy
» Use a cryptographically strong credential-specific salt
» Use a cryptographic hash algorithm (e.g. PBKDF2 / bCrypt)

» Use a HMAC (keyed-hash message authentication code), HMAC-SHA256

» Review algorithms



CENTRALIZED LOGGING
AND ALERT ON IT




WORK TOGETHER WITH
SECURITY DEPARTMENI
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