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Who we are



“ATTRAQT provides SaaS solutions that maximize 
onsite search, online merchandising and 
personalization for eCommerce retailers.”              

attraqt.com





Our scale

> 2K servers

> 99.9% uptime

> 360M queries last Black Friday

> 6K peak QPS



Murphy’s law

Anything that 

can go wrong 

will go wrong
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Something that 
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Rejection Investigation

Process 
change Fix

Incident - stages



Surprise 
menu



Java 8



Backend



Customer 1

Shared

Architecture

Customer 2

Customer N



Aperitif

Let’s read 
config...



What can possibly go wrong!

Parent Child
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What can possibly go wrong!

Parent Child

Set file lock

XML API

Get elements by XPath

Remove file lock



Evidence

Parent Child

Set file lock



Code?

Corrupt / 
Delete 
XML

Run child 
concurrently

Run 5 000 
times

Can’t reproduce!



Until it 
happens 

again



top # the child process takes 100% CPU
kill -3 <pid> # a few times

   java.lang.Thread.State: RUNNABLE
at org.apache.xml.dtm.ref.DTMDefaultBase._nextsib(DTMDefaultBase.java:565)
at o.a.xml.dtm.ref.DTMDefaultBase.getNextSibling(DTMDefaultBase.java:1142)
at o.a.xml.dtm.ref.DTMDefaultBaseTraversers$...next(DTM...Traversers.java:463)
at org.apache.xpath.axes.AxesWalker.getNextNode(AxesWalker.java:335)
at org.apache.xpath.axes.AxesWalker.nextNode(AxesWalker.java:363)



Parent Child
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Parent Child

Set file lock

XML API

Get elements by XPath



Quick fix

Parent Child

Set file lock

XML API

Get elements by XPath

Remove file lock

Timeout



Better design

Parent Child
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Better design

Parent Child

Set file lock

Remove file lock

Kill after timeout

try

catch

finally



try (FileLock lock = file.getChannel().lock()) {

   Process child = new ProcessBuilder(...)

                       .start();

   if (!child.waitFor(..., TimeUnit.SECONDS)) {

       child.destroy();
   } 
} catch (IOException | InterruptedException ex) {
}



try (FileLock lock = file.getChannel().lock()) {

   Process child = new ProcessBuilder(...)

                       .start();

   if (!child.waitFor(..., TimeUnit.SECONDS)) {

       child.destroy();
   } 
} catch (IOException | InterruptedException ex) {
}

Since Java 8



Appetizer

Crash after 
flying 40 minutes
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One customer



One customer

# Problematic frame:
# V [libjvm.so+0xa2f731]





Try again!



Try again!



Try again!



Try again!

# Problematic frame:
# C [libzip.so+0xf1cf]



Quick solution

Downgrade



Reproduce



OS?

JDK
version?

Zip library?

Bug?
Where???

Git bisect !



git checkout <problematic-version>

git bisect start

git bisect bad

git bisect good <stable-version>
Bisecting: 80 revisions left to test after 

this (roughly 6 steps)



response.getWriter().write(“<page…”)

response.getWriter().flush()

Old version



response.getWriter().write(...)

response.getWriter().flush()

New version

objectMapper.writeValue(response.getWriter())



response.getWriter().write(...)

response.getWriter().flush()

New version

objectMapper.writeValue(response.getWriter())



response.getWriter().write(...)

response.getWriter().flush()

New version

objectMapper.writeValue(response.getWriter())

10000



response.getWriter().write(...)

response.getWriter().flush()

New version

objectMapper.writeValue(response.getWriter())

11000



response.getWriter().write(...)

response.getWriter().flush()

New version

objectMapper.writeValue(response.getWriter())

12000



response.getWriter().write(...)

response.getWriter().flush()

New version

objectMapper.writeValue(response.getWriter())

13000



response.getWriter().write(...)

response.getWriter().flush()

New version

objectMapper.writeValue(response.getWriter())



response.getWriter().write(...)

response.getWriter().flush()

Fix - defer flush

objectMapper.writeValue(response.getWriter())



final class DeferringWriter extends BufferedWriter {

    public DeferringWriter(Writer out, int size) {
        super(out, size);
    }
        
    @Override public void flush() throws IOException {}

    @Override public void close() throws IOException {}

    void complete() throws IOException {
        super.flush();
        super.close();
    }
}



Process change



Easy rollbacks

Tougher tests

Know your enemy library



Entree

Less is more



One customer





One customer

Restart



One customer

Upscale



One customer

Upscale



Quick solution

Replace 
servers



CPU is low

GC is low

Restart 
doesn’t help

VM 
replacement 
does help

jstacks?



java.lang.Thread.State: RUNNABLE
    at java.io.RandomAccessFile.readBytes(Native Method)
    at java.io.RandomAccessFile.read(RandomAccessFile.java:377)
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I/O







Small disk
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More 
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OS & processes

JVM
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Server Memory

OS & processes

JVM

I/O Buffer

OS & processes

JVM

I/O Buffer
Xmx



More I/O 
per requestSmall disk

More 
requests

Small I/O 
buffer



More products 
per page

More 
requests

JVM takes 
more memory



Possible fixes

Small EBS volume Expand Cost

More I/O per request Optimize
integration Time

More requests Upscale Cost

Small I/O buffer Lower Xmx GC ?



Hard to catch by tests

Monitoring + alerting

Leave memory to OS!



Dessert 

You need 
more!



Some customers

Hours



Workaround



Workaround



Reproducible!



Restart 
does help

CPU is high

Heap, I/O 
are OK

Suspend load 
doesn’t help

?



App bottleneck?    Specific requests?     
Caches?      JDK version?  

 JVM parameters?



mem, iotop

jstack

VisualVM

JProfiler

JFR



Java Flight Recorder

Healthy Degraded







-XX:ReservedCodeCacheSize=240M

Fix







Java 7 Java 8

Server compilation Tiered compilation

Code cache: 40 MB Code cache: 240 MB

JVM Defaults



Toolbox

JVM tunings





Compliment

Invest into 
knowledge!



Brown bag 

sessions

Lazy days

Hackatons

Library

Conferences

Courses



Thank 
you!


